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INSTALLATION UPDATE:

Step 1.  Double-click on Check Point executable desk_R55_541000082_2_w2k.exe or desk_R55_541000082_2_win-9x.exe depending on what operating system your updating. 
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Step 2.  Select ‘Next’.
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Step 3.  You will be presented with the following screen describing SecuRemote Licensing.  Select ‘Yes’.
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Step 4.  The next screen will inform you that a previous version of SecurRemote has been detected on the PC.  ‘Overwrite Previous Version’ will be selected be default.  Select ‘Next’.
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* Note:  This screen will not appear if this is a new installation.

Step 5.  The following screen asks for the directory to install Check Point VPN-1 SecuRemote software.  If you wish to change the default directory, select browse, to select the default, select ‘Next’.
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Step 6.  The following screen indicates the setup status of your installation.
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Step 7.  You are asked to choose between ‘Install VPN-1 Client’ and ‘Install VPN-1 SecuRemote’.  Select ‘Install VPN-1 SecuRemote’.
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Step 8.  You are asked whether to ‘Install all network adapters’ or to ‘Install on dialup adapters only’.  For USDA Wide Area Network (WAN) use, select ‘Install on all network adapters’.  The Check Point VPN-1 SecuRemote Client is only active when attempting to access devices behind the Firewall.  Select ‘Next’.
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Step 9.  You will see that your installation is in progress.
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Step 10.  When installation is complete, the system will require a reboot to finalize installation and will ask if you wish to reboot following this screen.  By default ‘Yes, I want to restart my computer now’.    Select ‘Finish’.
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CONFIGURATION:
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Step 1.  Upon restart, you will have an additional icon visible in the tray located in the lower right hand corner of your screen.  The icon appears as an envelope with a key being inserted into it.

If you click on the envelope, you will be presented with the following screen.
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Step 2.  Select ‘Sites’, ‘Create New…’ and you will be presented with the following menu.  Place a ( in the box next to Nickname this will allow you to enter a Nickname for each connection.  Refer to the table below for the Nickname and IP address.

	Nickname
	IP Address

	
	

	NFC-FFIS
	199.130.206.218

	NITC-Financial Data Warehouse (FDW)
	165.221.54.97

	NFC-Financial Statements Data Warehouse (FSDW) or Automated Cash Reconciliation Worksheet System
	199.129.255.246
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Note:  If you use both FFIS and the Financial Data Warehouse (FDW) you will need to setup both sites.

Step 3.  You will be presented with a name and password screen as shown below.  Enter the user name (ARXXX) and password  (0320705) supplied to you by your FFIS Security Administrator in the spaces provided.  Please note: User Names and Passwords are both case sensitive.   
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Step 4.  Select ‘OK’ to Verify Certificate.  
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Step 5.  Select ‘OK’ when User successfully authenticated by VPN-1 screen appears.
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This process downloads the Check Point topology to the workstation and returns a screen similar to the following:
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Select ‘OK’.

Step 6.  You are returned to the original SecuRemote screen, now showing your newly added site.  Close the site window by selecting the ‘X’ in the upper right hand corner.
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Step 7.   To verify that your account is working properly you will need to connect to either NFC/FFIS or Financial Data Warehouse.

	Location
	Connection Type
	Connection Address

	
	
	

	NFC-FFIS
	TN3270
	Ffis3270.nfc.usda.gov

	NITC-Financial Data Warehouse (FDW)
	Internet Browser
	http://fdw.usda.gov


You will be prompted for your firewall user name and password at the beginning of the session.  Be prepared, the exchange of encryption keys does take a few seconds.  After the encryption keys are exchanged, a Virtual Private Network (VPN) is established.  You can tell if you are successfully encrypting data by watching the envelope icon.  The icon will flash back and forth from the envelope being open with the key visible to closed without the key as shown in the following two illustrations.
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*** It is vital that you connect to the application (FFIS, the FDW, or Citrix Client).  If you do not, you will continue to show on the list of users who have not installed Secure Remote.  Your installation is not logged until you connect to the application. ***

If you encounter problems during installation, please contact your FFIS Security Administrator.

*** Security Note:  While the Check Point Secure Remote Client is capable of initiating a Single Sign On access (storing your Secure Remote Password and passing it automatically to a Check Point Firewall), this methodology is NOT authorized for Financial Data Systems access.  Since the password is stored on a potentially insecure operating system, such storage cannot be authorized.  Consequently, FFIS policy and procedure dictates that this feature not be utilized.

Uninstall:

If you no longer need SecuRemote for your job duties, you can uninstall it by first closing the application, (right click on the icon and select ‘kill’).  During the uninstall you will be asked if you wish to remove four different .dll’s that are no longer in use.  Answer yes to each.

